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(t,n) Threshold Secret Sharing

@ A way of sharing a secret amont n users
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(t,n) Threshold Secret Sharing

@ A way of sharing a secret amont n users
@ Any group of t or more users can recover the secret

@ No group of less than t users can learn anything about the secret
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Weighted Threshold Secret Sharing

@ Each user is assigned a positive weight
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Weighted Threshold Secret Sharing

@ Each user is assigned a positive weight

@ Their weights may be different
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Weighted Threshold Secret Sharing

@ Each user is assigned a positive weight
@ Their weights may be different

@ We can only recover the secret if the sum of the weights of users
exceeds threshold
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Access Structure

Definition (Access Structures)

Let U= {u1,...,u,} be a set of users. A collection T C 2V is monotone if
B el and B C C implies that C € ['. An access structure is a monotone
collection T C 2Y of non-empty subsets of U. Sets in I are called
authorized and sets not in I are called unauthorized. A set B is called a
minterm of [ if Be T and C & T for any C C B.
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Weighted Threshold Access Structures

Definition (Weighted Threshold Access Structures (WTAS))

Let w: U — N be a weight function on U and T € N be a threshold.
Define w(A) =3 ,caw(u) andT ={AC U:w(A)> T}. Then, T is
called a weighted threshold access structure on U.
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Secret Sharing Schemes

@ The authors define a secret sharing scheme in terms of an access
structure .
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Secret Sharing Schemes

@ The authors define a secret sharing scheme in terms of an access
structure .

@ Authorized sets of users are able to unlock the secret (correctness).
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Secret Sharing Schemes

@ The authors define a secret sharing scheme in terms of an access
structure .

@ Authorized sets of users are able to unlock the secret (correctness).

@ Unauthorized sets of users are unable to learn anything about the
secret from the shares of the users in the set (privacy).
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|deal Secret Sharing Schemes

@ A secret sharing scheme is called ideal if the size of the domain of
possible secrets is the size of the domain of shares of each user

Nikolas Melissaris & Alexander Wood Weighted Threshold Secret Sharing December 17, 2015 8 /39



|deal Secret Sharing Schemes

@ A secret sharing scheme is called ideal if the size of the domain of
possible secrets is the size of the domain of shares of each user

o Example: Shamir's Secret Sharing Scheme The secret s is chosen
from some field K. The users' shares are chosen from the same field,
K.
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|deal Weighted Threshold Secret Sharing

We want to characterize all ideal weighted threshold secret sharing
schemes.
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|deal Weighted Threshold Secret Sharing

We want to characterize all ideal weighted threshold secret sharing
schemes.

We follow Beimel, Tassa, and Weinreb's Characterizing Ideal Weighted
Threshold Secret Sharing
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Hierarchical Threshold Access Structures

Definition (Hierarchical Threshold Access Structures)

Let m be an integer, U a set of users, and {L;}1<j<m a partition of U into
m disjoint levels. Call L; the levels in the HTAS. Let {ki}1<i<m be a
sequence of decreasing thresholds. This hierarchy and sequence of
thresholds induces a hierarchical threshold access structure (HTAS) on U:

Fy=(ACU: Thereexistsi € {1,..., m} such that AﬂULj > ki
j=i

In other words, A C U is in [y if and only if it contains at least k; users
from the ith level and above for some i, 1 < i < m.
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Hierarchical Threshold Access Structures

@ Let ' be a WTAS on n users with weight function w : U — N and
threshold T
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Hierarchical Threshold Access Structures

@ Let ' be a WTAS on n users with weight function w : U — N and
threshold T

@ Assume U = {uy,...,u,} has a prefix minterm
Ul,k={u1,...,uk} el
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Hierarchical Threshold Access Structures

@ Let ' be a WTAS on n users with weight function w : U — N and
threshold T

@ Assume U = {uy,...,u,} has a prefix minterm
Ul’k={u1,...,uk} el

@ Partition U into levels to describe an equivalent hierarchical threshold
access structure [y
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Ideal WTASs as HTASs

Theorem

HTAS.

Let I be an ideal WTAS on U that has a prefix minterm. Then, T is a
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HTAS — An Example

Say we have an ideal WTAS I which has 14 users whose weights
respectively are

5,5,5,5,6,6,6,6,6,6,6,30, 30, 30

with threshold T = 30. Then L; contains the four users with weight 5, L
contains the seven users with weight 6, and L3 contains the three
self-sufficient users with weight 30.
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Tripartite Access Structures

Definition (Tripartite Access Structure (TPAS))

Let U be a set of n users such that U =AU BU C, where A, B, and C
are pairwise disjoint and A and C are not empty. Let m,d,t be positive

integers such that m > t. Then, the following defines a tripartite access
structure (TPAS) on U:

A ={XCU:([X|>mand | XN(BUC)|>m—d) or|XNC|>t}.

Namely, a set X is in A1 if either it has at least m users, (m — d) of which
are from BU C, or it has at least t users from C. If |B| < d 4+t — m, then
the following is another type of TPAS:

DN ={XCU:(|X|>mand|XNC|>m—d)or|XNn(BUC)| >t}
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Lexicographically Minimal Minterm

Let A= {aj}1<j<k and B = {b;}1<j<¢ be two ordered subsets of
U= {u1,...,un}. Say that for users u; and uj, we have that u; < u; if
i < j. Furthermore we let A < B denote that:

@ () < A for all nonempty AC U .

o If a; < by then A < B; if by < a1 then B < A; otherwise A < B if
and only if (A\ {a1}) < (B\ {b1}).

Let M be the lexicographically minimal minterm of a WTAS T on U if M
is a minterm in " such that M < M’ for all other minterms M’ € T.
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Ideal WTASs as TPASs

Theorem

Let T be an ideal WTAS such that M = Uy g U Ugio  is its
lexicographically minimal minterm for some 1 < d < k—2 and k < n. If

there is a minterm in [ with uy as its minimal member and if [ has no
self-sufficient users, then I is a TPAS.
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TPAS — An Example

Consider a set of nine users U = {u1,...,ug}. Let ' be an ideal WTAS
with weights 16,16,17,18,19,24, 24 24, and 24, respectively. Let the
threshold T = 92. Note that there is no prefix minterm, since

w(log) =16 +17+18+19+24=904> T

but w(U;5) < T. Thus, k = 6. The lexicographically minimal minterm
for this example is U1 3 U Us g, so d = 3. We have the TPAS with three
sets of users: A= Uy 4, B={us}, and C = Usg. In other words, we have
that r = 5 with thresholds k{1 =5 and k» = 4, and since r > d — 1 this is
an access structure of type Aj.
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Compositions of Access Structures

Definition (Composition of access structures)

Let U; and U, be disjoint sets of users, and let 1 and [, be access
structures on Uy and Uy respectively. Let u; € Uy and set
U= (U UUy)\{u1}. Then the composition of ['1 and Iy via uy is

_ . X1€l1 or (X2er2 and X1U{u1}eF1),
M= {X - U: where X1=XNU; and Xo=XNU>
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@ The composition of two ideal WTASs is an ideal WTAS
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@ The composition of two ideal WTASs is an ideal WTAS

@ A WTAS which is not a HTAS or a TPAS is a composition of two
ideal WTASs that are defined on sets smaller than U
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Composition of Access Structures — An Example

Consider a WTAS with users U = {u1, ..., ug} with weights 1, 1, 1, 1, 1,
3, 3, 3 and threshold T = 6. This access structure has lexicographically

minimal minterm {1, u2, u3, ug}. Therefore, I is neither a HTAS nor a
TPAS.
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Composition of Access Structures — An Example

Consider a WTAS with users U = {u1, ..., ug} with weights 1, 1, 1, 1, 1,
3, 3, 3 and threshold T = 6. This access structure has lexicographically
minimal minterm {1, u2, u3, ug}. Therefore, I is neither a HTAS nor a
TPAS.

Let 1 = Ui s and 2 = Usg. Then I is a composition of a 2-of-4
threshold access structure on ' U {v'} and a 3-of-5 access structure on
1, where v’ is a dummy variable.
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Overview

Let I be an ideal WTAS defined on a set of n users. [ can be
characterized as one of the following:
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Overview

Let I be an ideal WTAS defined on a set of n users. [ can be
characterized as one of the following:

@ A hierarchical threshold access structure
@ A tripartite access structure
© A composition of two ideal WTASs
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Hierarchical Threshold Secret Sharing

We follow Tassa's Hierachical Threshold Secret Sharing
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Hierarchical Threshold Secret Sharing

We follow Tassa's Hierachical Threshold Secret Sharing
We introduce secret sharing schemes based on Birkoff interpolation
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Hierarchical Threshold Secret Sharing

Let U have m levels, and say k = {k;}™; is a increasing sequence of
thresholds. Let o(u) denote each user u's share of the secret S.
We have the following conditions:
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Hierarchical Threshold Secret Sharing

Let U have m levels, and say k = {k;}™; is a increasing sequence of
thresholds. Let o(u) denote each user u's share of the secret S.
We have the following conditions:

@ Accessibility: H(S|o(V))=0 VYV erl

Nikolas Melissaris & Alexander Wood Weighted Threshold Secret Sharing December 17, 2015 23 /39



Hierarchical Threshold Secret Sharing

Let U have m levels, and say k = {k;}™; is a increasing sequence of
thresholds. Let o(u) denote each user u's share of the secret S.
We have the following conditions:

o Accessibility: H(S|o(V))=0 VvV erl
o Perfect security: H(S|o(V))=H(S) vV ¢T
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Hierarchical Threshold Secret Sharing Scheme 1

Let IF be a field of large prime order g

1. The dealer selects a random polynomial P(x) € Fy_1[x], where

k—1
P(x) = Z aix' and a=S.
i=0
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Hierarchical Threshold Secret Sharing Scheme 1

Let IF be a field of large prime order g

1. The dealer selects a random polynomial P(x) € Fy_1[x], where
k=1
P(x) = Z aix' and ap=S.
i=0

2. The dealer identifies each participant u € U with a field element, also
denoted u
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Hierarchical Threshold Secret Sharing Scheme 1

Let IF be a field of large prime order g

1. The dealer selects a random polynomial P(x) € Fy_1[x], where
k=1
P(x) = Z aix' and ap=S.
i=0

2. The dealer identifies each participant u € U with a field element, also
denoted u

3. Each user from the ith level in the hierarchy will receive the
P(ki-1)(u) where k_; = 0.
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HTSS Scheme 1: Example

@ Three levels: U = Uy U Uy U Uy
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HTSS Scheme 1: Example

@ Three levels: U = Uy U Uy U Uy

@ Thresholds k = (ko, k1, k2) = (2,4,7)
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HTSS Scheme 1: Example

@ Three levels: U = Uy U Uy U Uy
@ Thresholds k = (ko, k1, ko) = (2,4,7)
o Polynomial P(x) = Y% jaix’, ap =S
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HTSS Scheme 1: Example

Three levels: U = Uy U U U Us
Thresholds k = (ko, k1, k2) = (2,4,7)
Polynomial P(x) = 3% jaix’, a = S

> At Level 0 users receive P(u)
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HTSS Scheme 1: Example

Three levels: U = Uy U U U Us
Thresholds k = (ko, k1, k2) = (2,4,7)
Polynomial P(x) = 3% jaix’, a = S

> At Level 0 users receive P(u)
» At Level 1 users receive P"(u) since kg = 2
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HTSS Scheme 1: Example

Three levels: U = Uy U U U Us
Thresholds k = (ko, k1, k2) = (2,4,7)
Polynomial P(x) = 3% jaix’, a = S

> At Level 0 users receive P(u)
» At Level 1 users receive P”(u) since kg = 2
> At level 2 users receive P*)(u) since k; = 4
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Disjunctive HTSS Problem

The disjunctive access structure is:

F={Vcu:3iefo1,..,m}forwhich |V (U_oU)|> k}
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Ideal HTSS Scheme 2

The scheme is as follows:

=] & = E DA
Nikolas Melissaris & Alexander Wood Weighted Threshold Secret Sharing



Ideal HTSS Scheme 2

The scheme is as follows:

1. The dealer selects a random polynomial P(x) € Fy_1[x] where

k—1
P(x) = Z aix' and a,_,=S.
i=0

Nikolas Melissaris & Alexander Wood Weighted Threshold Secret Sharing December 17, 2015 27 / 39



Ideal HTSS Scheme 2

The scheme is as follows:

1. The dealer selects a random polynomial P(x) € Fy_1[x] where

k—1
P(x) = Z aix' and a,_,=S.
i=0

2. The dealer identifies each participant u € U with a field element,
denoted simply by u.
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Ideal HTSS Scheme 2

The scheme is as follows:

1. The dealer selects a random polynomial P(x) € Fy_1[x] where

k—1
P(x) = Z aix' and a,_,=S.
i=0

2. The dealer identifies each participant u € U with a field element,
denoted simply by u.

3. The dealer distributes shares to all the participants in such a way that

each participant of the ith level in the hierarchy receives the share
Pk=ki) (1)
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|deal HTSS Scheme 2 Example

@ Three levels: U = Uy U Uy U U
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Ideal HTSS Scheme 2 Example

@ Three levels: U = Uy U Uy U U

@ Thresholds: k = (ko, k1, ko) = (2,4,7)
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Ideal HTSS Scheme 2 Example

@ Three levels: U = Uy U Uy U U
@ Thresholds: k = (ko, k1, ko) = (2,4,7)

o Dealer selects -5  aix’ where ag = S
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Ideal HTSS Scheme 2 Example

Three levels: U= Uy U Uy U Uy
Thresholds: k = (ko, k1, k2) = (2,4,7)
Dealer selects 3.8, a;x’ where a5 = S
Distribution:
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Ideal HTSS Scheme 2 Example

Three levels: U= Uy U Uy U Uy
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Distribution:

» u € Uy will get PO)(u)
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Ideal HTSS Scheme 2 Example

Three levels: U= Uy U Uy U Uy
Thresholds: k = (ko, k1, k2) = (2,4,7)
Dealer selects Z?:o ajx’ where ag = S
Distribution:

> u € Uy will get PO)(u)
» u € Uy will get PO)(u)
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Ideal HTSS Scheme 2 Example

Three levels: U= Uy U Uy U Uy
Thresholds: k = (ko, k1, k2) = (2,4,7)
Dealer selects 3.8, a;x’ where a5 = S
Distribution:

> u € Uy will get PO)(u)

» u € Uy will get PO)(u)
> u € Uy will get P(u)
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Multipartite Secret Sharing

We follow Tassa and Dyn's Multipartite Secret Sharing by Bivariate
Interpolation
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Multipartite Access Structures

Definition (Multipartite Access Structure (MPAS))

Let U be a set of users and assume that U is partitioned into m disjoint
compartments,

Let T = 2Y be an access structure on U and assume that for all
permutations 7 : U — U such that n(C;) = C;, 1 < i< m, then V €T if
and only if (V) € . Then T is called m-partite or multipartite with
respect to the partition.
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Compartmented Access Structures

o With lower bounds:

Mr={VCU:3IW C Vsuchthat WNGC|>t, 1<i<m,
and |W| =t}
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Compartmented Access Structures

o With lower bounds:

Mr={VCU:3IW C Vsuchthat WNGC|>t, 1<i<m,
and |W| =t}

@ With upper bounds:

A={VCU:3IWC Vsuchthat | WNG|<s;, 1<i<m,
and |W| = s}
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CASUB Secret Sharing Scheme 1:

@ Secret SeF
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CASUB Secret Sharing Scheme 1:

@ Secret SeF

@ x;, 1 < i< m, distinct random points in F
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CASUB Secret Sharing Scheme 1:

@ Secret SeFF
@ x;, 1 < i< m, distinct random points in F

e Pi(y) = ZJS-":_Ol a;jy/ random polynomials over F
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CASUB Secret Sharing Scheme 1:

@ Secret SeFF
@ x;, 1 < i< m, distinct random points in F
e Pi(y) = ZJS-":_Ol a;jy/ random polynomials over F

@ Secret S=>"1", Js.":_ol aijy Li(x), where L;(x) are Lagrange
polynomials of degree m — 1
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CASUB Secret Sharing Scheme 1:

1. Each participant u;; from compartment C; is identified by a unique
public point (x;, y;jj), where y;; # 1 is random and P(x;, y; ;) is the
private share of the user.
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CASUB Secret Sharing Scheme 1:

1. Each participant u;; from compartment C; is identified by a unique
public point (x;, y;jj), where y;; # 1 is random and P(x;, y; ;) is the
private share of the user.

2. We publish the value of P at k := Y ; s; — s random points (x/, z;)
where x! & x1,...,xm , 1 <i<k.

Nikolas Melissaris & Alexander Wood Weighted Threshold Secret Sharing December 17, 2015 33 /39



Secret Sharing Scheme 1 Example:

X=X

(Xl;»21)

(x27.29)
[ ]

(x37.73)
(3

F
Figure: Case where m = 3 compartments, and k =s; + s+ 53 —s=3
o = = = 9acn




Dual Access Structure

Definition
The dual access structure ['* is defined by:
M={VCuU: |V|>ror|VNGC]|=>riforsome 1<i<m}

where
r=n—t+landri=n—t+1,1<i<m.

The thresholds in the dual access structure satisfy > "y ri > r+m — 1.

v
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CASLB Secret Sharing Scheme 2:

@ m distinct points xi,..., Xy in F
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CASLB Secret Sharing Scheme 2:

@ m distinct points xi,..., Xy in F

@ Pi(y) be a polynomial of degree r; — 1 over F satisfying
Pi(0) =--- = Pn(0) =S,

for a secret S.
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CASLB Secret Sharing Scheme 2:

@ m distinct points xi,..., Xy in F

@ Pi(y) be a polynomial of degree r; — 1 over F satisfying

P1(0)=---=Pnp(0) =S,
for a secret S.
@ Define P as
m m ri—
XY):ZPi(Y)Li Zzau)’L
i=1 i=1 j=0
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CASLB Secret Sharing Scheme 2:

1. Each participant u;; from compartment C; will be identified by a
unique public point (x;, y;j) where y; ; # 0 is random and his private
share will be the value of P at that point.
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CASLB Secret Sharing Scheme 2:

1. Each participant u;; from compartment C; will be identified by a
unique public point (x;, y;j) where y; ; # 0 is random and his private
share will be the value of P at that point.

2. We publish the value of P at k = g — r random points (x;, z;) where
x; ¢ x1,. ., xXm, L < i<k
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THANK YOU!
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